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Abstract. There is an increasing need for norms to be embedded in
technology as the widespread deployment of big data analysis appli-
cations increases. However, existing methodologies do not provide au-
tomated policy enforcement mechanisms especially for policies derived
from legislation and contractual agreements. Consequently, data access
is hindered and collaborations derailed due to fear data misuse and high
non-compliance fees. This research aims to automate normative con-
trols in healthcare, such as data sharing agreements, and ultimately,
enforce these policies for compliant data usage and access which encour-
ages collaboration and facilitates research outcomes while maintaining
accountability. This paper outlines the PhD research questions, current
approaches and preliminary results.
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1 Problem statement

In several domains of application, easier accessibility to data has the potential
to produce a decisive positive impact [35] . This is particularly true in health-
care research. Current IT infrastructures used by organisations in the healthcare
domain to run their business processes typically rely on specific access-control
methods, such as the Role based access control model(RBAC), that employ static
policies[30]. However, the introduction of legislation such as the General Data
Protection Regulation (GDPR)[1] in to this systems creates more complexities
due to the complexity and dynamic nature of such normative artefacts. This
creates the need for patient data registry maintainers to develop data sharing
infrastructures that enforces privacy policies derived from legislation and data
sharing agreements, to ensure compliance and encourage collaborative research.

While data sharing encourages collaboration, improves treatment outcomes
and maintain accountability, it can also create the opportunity for misuse of
data. Data sharing agreements are signed with the goal of preventing misuse
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and complying with regulations. These agreements regulate contracting parties
on how they can share data with each other[21]. Enforcing this agreements is a
challenging task considering the complexity of the legal documents. This results
in a more cautious and conservative behaviours among data registry maintain-
ers which forces data to stay in silos. Similarly, collaboration between different
stakeholders is discouraged due to the challenges of maintaining trust in an
environment where decisions can not be traced at system level. Being able to
trace back the source of a problem is a necessary requirement for responsibility
attribution; lack of this function is detrimental to social maintenance.

On the other hand, current IT infrastructures are not able to take into ac-
count that access and use of data is regulated at several levels, whose normative
sources (users’ consent, contractual agreements, laws) will change in time. There-
fore, there is a need for new techniques to automatically enforce policies extracted
from these agreements as well as abstract over the complexity of the documents
and capture dynamic aspects of policies. This research addresses the challenges
of automating privacy policies from legislation and contractual agreements and
the automatic enforcement of these policies using an access control mechanism.
Identifying the rules relevant to an access request can be challenging, given there
are several normative dispositions that may be applicable. Additionally, when
rules are taken from different sources, inconsistent policies result in conflict. In
the following section, current work in legal ontologies, policy specification lan-
gauges and access control models will be presented.

2 Related work

2.1 Legal Ontologies

To address the research goal, existing work on legal ontologies, policy specifica-
tion languages and access control models is addressed.

Several ontologies are developed to model data-sharing agreements, some of
which are designed to regulate data usage and privacy-aware data access[19], to
specify contracts, to manage data-flows designed for linked open data environ-
ments [12] and to provide legal knowledge modelling of the GDPR core concepts
[25]. In general, ontologies have gained momentum in recent years due to their
potential as tools to conceptualize and specify shared knowledge as well as orga-
nize information, and to reduce the complexity of knowledge management and
engineering. These ontologies are tailored to model general or specific kinds of
legal knowledge. The LKIF core ontology is a library of ontologies relevant for
the legal domain[13]. It can serve as a resources for legal inference, it facilitates
knowledge acquisition, and can serve as a basis for semantic annotation of legal
information sources.

The LegalRuleML aims to model the interpretation of a rule, the tempo-
ral evolution of norms and provides a classification of deontic operators[4]. It
encourages the effective exchange and sharing of legal knowledge and reasoning
between legal documents, business rules, and software applications. The work on



Automating Normative Control for Healthcare Research 3

[25] introduces Pronto which is a legal ontology which provides legal knowledge
modelling of the core concepts of General Data Protection Regulation (GDPR).
It models deontic concepts and uses the LKIF core ontology to model actions
and roles. The UFO-L core ontology represents rights and duty relations and
aimes at making more explicit the elements of legal relations [11]. Ontologies
are also used to support the application of data-sharing agreements(DSA) in a
collaborative health research data sharing scenario by providing the appropriate
vocabulary and structure to log privacy events in a linked data based audit log
[19].

2.2 Policy specification

A right expression language (REL) is a machine-readable language used typically
in digital rights management systems for regulating usage and access control of
digital assets. There are several applications to rights expression languages such
as stating copyright and expression of contractual language. Some example of
RELs are the Extensible Access Control Markup Language (XACML), Enter-
prise Privacy Authorisation Language (EPAL), and the Open Digital Rights
Language (ODRL)[2] [3] [26]. The goal in this research is to utilize a language
that supports specifying normative constructs as those specified in privacy reg-
ulations and agreements. While extended versions of XACML support partial
specification and enforcement of laws and regulations, it lacks for the support
for “system obligations” [18]. These are obligations the system has to perform
on certain events such as notification of data breach. On the other hand, EPAL
is designed for writing enterprise privacy policies but lacks reasoning support for
conflicts or other relevant constructs.

RELs are also used for governance in multimedia assets and intellectual prop-
erty protected content. The work on [28] present the MPEG-21 contract ontol-
ogy (MCO), a part of the standard ISO/IEC 21000. MCO is an ontology that
represents contracts that describe rights on multimedia assets and intellectual
property protected content. It describes the contract model and key elements
such as the parties in the contract and the relevant clauses conveying permis-
sions, obligations and, prohibitions. Another work [29], presents a dataset of
licenses for software and data, expressed as RDF for use with resources on the
web. They use ODRL 2.0 to describe rights and conditions present in licenses. It
provides a double representation for humans and machines alike and can enable
generalized machine-to-machine commerce if generally adopted.

2.3 Access control models

Access control is the process of determining the permissiblity of any access re-
quest to perform a specific action on the system such as a read or a write on a
data object that belongs to a data subject [5]. Typically, an access control model
aims to protect the data object from unauthorized access based on specific ac-
cess control policies. A number of access control models are proposed to control
users’ access to data and information resources. The early models presented in
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literature include the discretionary access control (DAC) [31], mandatory access
control(MAC) [24],and role-based access control (RBAC) [32]. In RBAC, access
to various resources is regulated on the basis of the role played by the data-
consumer. These models fail to capture the dynamic nature of policies[35]. As a
result, the need for flexible and dynamic access control systems has led to the
emergence of the attribute-based access control (ABAC) and the usage control
model(UCON)[15][38].

Attribute-based access control (ABAC) , is regulated more generally on the
basis of the value of attributes of the user while a usage control model (UCON)
provides a means for fine grained control over access permissions though at-
tributes. Even though ABAC allows for relationship among parties to be cap-
tured, the work in [7] states that ABAC might be lacking when the complexity
and dynamically of systems grows thereby making it difficult to capture chains of
interpersonal relationships. Other models such as the Relationship-Based Access
control, are aimed towards community-centered systems [10]. Access decisions in
this model are made based on the social relationships of the parties. This types
of models allow for contextual information to be taken into account during access
decision making. The gap identified here is the consideration of policies, within
access control systems, from various sources of norms which raises the need for
policy combination mechanisms as well as conflict resolution mechanism.

3 Research Questions

Given the problem statement and the relevance of this research, the main ques-
tion this research aims to answer is how can we develop solutions for the ac-
quisition and application of contractual and other legal requirements
for data processing in the healthcare domain, to enable embedded
compliance in a distributed data sharing environment?

Given that our research is restricted to a specific domain, healthcare, the
normative artifacts that regulate processing of personal data in this domain need
to be identified. After identifying the artefacts, relevant articles and clause that
are associated with personal data processing will be extracted. Consequently,
the first research question is:

RQ1. Which of the normative artefacts and articles that regulate data shar-
ing systems in the healthcare domain are relevant to this research?

Data sharing systems need to comply with the regulations and data sharing
agreements that regulate the parties involved. The policy specification languages
utilised to specify such rules need to capture the dynamic nature and complex-
ity of these documents. The policy specification language also should enable a
complaint access control mechanism by allowing for the specification of expres-
sive,fine grained and flexible policies. To develop a clear understanding of exist-
ing work and identify the relevant policy specification languages, the following
research question is derived.
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RQ2. What type of policy specification language can be developed or se-
lected from existing languages to specify policies from applicable legislation and
contractual agreements in healthcare?

Access control models should manage the complexity and dynamic nature of
policies as well as enforcing these policies to ensure compliance. Data sharing
systems involve different parties with whom agreements are made. In addition
to privacy policies derived from legislation, each party will have their own au-
thorisation requirements to the resources they own which will be specified in the
policies. These policies will be composed into a single policy to determine how
the asset is utilised. As a result, there is a need to combine these policies and to
deal with any inconsistencies that may arise. To mitigate these issues, the third
research question is formulated

RQ3 How are policies from various sources of norms combined and inconsis-
tencies handled during access decision making?

4 Proposed Approach

The goal of this research is to capture and enforce normative controls that reg-
ulate data sharing infrastructures within healthcare. This research is part of the
Enabling Personalised Interventions project(EPI).

The EPI project aims to enable personalised diagnosis by developing real-
time monitoring services and digital health twins. EPI aims to empower data
subjects and providers through self-management, shared management and per-
sonalization across the full health spectrum. It will provide a platform based on
secure and trustworthy distributed data infrastructure , that provides action-
able and personalised insights for prevention, management and intervention to
providers and patients. One of the use cases under EPI is the DIGP registry.
Diffuse intrinsic pontine glioma (DIPG) is a rare pediatric brain cancer for which
there is no curative treatment, despite decades of clinical trials [37]. In order to
advance the progress and pace of DIPG research, the SIOPE DIPG Network and
Registry was established. This cancer registry aims to overcome the current lack
of clinical, imaging and biologic data and improve academic research on DIPG.

4.1 Identifying regulatory and organizational requirements

The SIOPE DIPG Registry collects information on DIPG patients across Europe
and a partner registry in North America, known as the International DIPG Reg-
istry, includes patient data from the USA, Canada, Australia and New Zealand.
The DIPG network has provided us with different legal documents such as data
sharing regulations, data sharing agreements and patient consent forms. Data
sharing agreements is an agreement that regulates contracting parties on how
they can share data with each other. Its purpose is to define what parties are
required to do with respect to condition specified in the agreement [19].

The first stage of this research is to investigate and identify the relevant
articles and clauses associated with processing of personal data. Data sharing
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agreements consist of terms about the data sharing agreement itself as well
as terms concerning the data sharing process. From these documents, relevant
articles that specify permissions, prohibitions and obligation will be extracted.
Legal documents make references to other legal documents, for example, the data
sharing regulation makes several references to the GDPR. Therefore, relevant
articles from the GDPR will be extracted. One of the challenges faced during
this stage is the difficulty of representing norms accurately due to the complexity
of regulatory documents such as the data sharing agreements.

4.2 Formalizing policies from regulatory documents

The readability and usability of the policy specification language plays a cen-
tral role for interoperability of policies. The goal in this stage is to develop a
generic ontology that captures the concept and principles of the GPDR that
apply to all context of personal data processing. Additionally, a specialised on-
tology that captures the concepts and principles of the data sharing agreements
will be developed. This may impact the GDPR depending on the interpreta-
tion and application of different national and corporate policies. Several policy
specification languages will be investigated to identify the ones that fit the use-
case requirements. Policy specification languages such as the ODRL, eFlint and
XACML are examples of policies investigated through examples from the DIPG
use-case.

The policy specification language should also specify both higher and lower
level policies . Higher level policies express general level requirements and rights
that are specified in legislation , contractual agreements and regulatory require-
ments. Lower level policies describe how privacy requirements can be imple-
mented in data sharing application such as access control policies. Such policies
express what a subject is permitted or prohibited to do in relation to a particular
asset e.g a policy that states who can access a certain dataset[22].

4.3 Developing an access control mechanism

The policies from the above ontology will be enforced through an access control
mechanism in the data sharing infrastructure. Enforcing policies derived from
various norms is not a trivial task. In collaborative data sharing environment,
other than the data sharing agreements, parties can also create policies to pro-
tect their assets which results in various policies implicating one asset. Some of
the existing solutions evaluate the policies of an asset individually,then apply
strategies to combine decisions. While others, use an authoritative approach in
which policies are combined in a predefined manner[8][20]. These type of ap-
proaches will be investigated to determine the policy composition algorithm to
be developed.

When policies are derived from various norms, it is possible that we might
end up a policy set granting and denying access for the same request to the
same asset which creates conflicts. Existing conflict resolution strategies will be
investigated. Recent work in this aspect have analysed conflict resolution from a
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game theoretic point of view and some graph-theoretic models [14][34][36]. We
will investigate existing work and develop conflict resolution strategies.

5 Preliminary results

This section presents our experiences with two policy specification languages in
formalizing data sharing scenarios and policies.

5.1 Open Digital Rights Language

In recent years ODRL has gained popularity both in theoretical and practical
settings. Our use cases focus on automating data-sharing agreements in the
context of healthcare, we found ODRL to be of interest and relevant to our
research.

The Open Digital Rights Language (ODRL) is designed as a policy expres-
sion language, aiming to provide a flexible and interoperable information model,
vocabulary, and encoding mechanism for representing normative statements con-
cerning digital content and services [16]. It evolved through the years from a
digital rights expression language for expressing simple licensing mechanisms for
the use of digital assets to accommodating privacy policies [17]. The W3C cur-
rently supports the ODRL Information Model 2.2 Recommendation. The model
is developed using Linked Data principles; however, its semantics is described
informally as no formal specification is provided.

Previous work investigated the language’s suitability for different scenarios
and from different perspectives, and some have proposed the extension of the
language [9][33][23]. Our work shares similar motivations, although our analy-
sis focuses on the general modeling process and requirements, as practitioners
aiming to model a policy in ODRL. Additionally, vital institutional patterns
that were only partially covered before, as delegation, were considered. Delega-
tion is a particularly relevant (and delicate) institutional construct as it brings
to the foreground the requirements of meeting the needs of stakeholders while
maintaining accountability.

Using ODRL, patterns relevant to data-sharing agreements, highlighting the
issues that emerge in the exercises were modelled. The examples were modelled
with respect to the ODRL documentations on the information model, informal
semantics, use-case and vocabulary of the language. We report our experiences
concerning the limitations identified on the current version of the ODRL lan-
guage. The main limitation identified are: the lack of monotonicity in represent-
ing delegation scenarios, semantic ambiguity in the usage of ”duty,” granularity
in identifying parties, and transformational aspects of rules.

5.2 Data sharing policy specification using the eFlint language

Our work describes how data sharing agreements specified using the eFlint lan-
guage can be used as a means to disseminate certain types of usage and access
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control policies. In order to specify data sharing policies, we adopt a domain
specific language, eFlint, developed to formalising different sources of norms [6].
The peculiarities of eFlint is that it is an action-based language and that the
normative positions of actors are derived from the actions they can perform
or are expected to perform. Compliance checking of scenarios and software im-
plementations is simplified because scenarios and software implementation are
action based.

It’s theoretical foundations are found in transition systems and in Hohfeld’s
framework for legal fundamental conceptions. This means that eFlint is able to
express normative positions,such as, the representation of ‘duties’ or ‘power’.
eFlint follows a legal case analysis method that involves interpretation, quali-
fication and assessment of policies. It makes distinction between physical and
institutional reality. This realities hold when actors interact with objects , each
other and abstractions over physical reality. Additionally, eFlint allows for nor-
mative relations to change over time.

In this work, we formalize the semantic of terms, data usage policies and busi-
ness rules from the data sharing regulation document. The early finding from this
work demonstrates that eFlint specifications can be re-usable because types in
eFlint can be redefined by subsequent type declaration. A generic interpretation
can be used by several application by letting each application specialise certain
types to the domain of the application. The concepts of the GDPR can be re-
used across projects by utilising the references the DIPG regulatory document
makes to the GDPR. Second, eFlint is flexible, i.e, the language can be used to
specify different sources of norm such as the the GDPR, data sharing regulatory
documents and access control rules. Additionally, eFlint allows us to make a con-
nection from higher level policies (GDPR) to lower-level policies(access control
policies). We found eFlint to be expressive enough to specify granular policies,
therefore our current formalisation match the granularity of the document.

6 Conclusion

There is an urgent need to share data among institutions that reside in the same
continent as well as institutions across boarders. The motivation for this research
is to contribute to one of the FAIR principles of ”Accessibility” [1]. Data should
be easily accessible especially in the healthcare. While there are several policy
specification languages able to express and govern legally binding behaviour
within technological environments, there are still some limitations such as the
expressivity of the language in terms of capturing legal concepts [27]. One of the
goals behind this research is to model a policy language that is able to represent
legal fundamental concepts that can be expressive, granular and flexible enough
to be used in a distributed environment.

Access control policies should enhance interoperability while being suitable
for the underlying domain of application, in this case, healthcare. As such de-
signing the right specification and enforcement mechanism for access control
policies will have organizational benefits. Stakeholders should be enabled to de-
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fine the structure of their policies in terms of applicable regulation and data
sharing agreements to incorporate security, privacy and business requirements
into policies. In future work, an evaluation method for the data sharing ontology
as well as the access control mechanism will to measure performance overheads
and efficiency of deploying access control mechanisms in the EPI distributed
data sharing infrastructure.
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